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UNIT I 

CLIENT SERVER COMPUTING 

In client server computing, the clients requests a resource and the server provides 

that resource. A server may serve multiple clients at the same time while a client is in 

contact with only one server. Both the client and server usually communicate via a 

computer network but sometimes they may reside in the same system. 

An illustration of the client server system is given as follows: 

 

Characteristics of Client Server Computing 

The salient points for client server computing are as follows: 

 The client server computing works with a system of request and response. The client 

sends a request to the server and the server responds with the desired information. 

 The client and server should follow a common communication protocol so they can easily 

interact with each other. All the communication protocols are available at the application 

layer. 

 A server can only accommodate a limited number of client requests at a time. So it uses 

a system based to priority to respond to the requests. 

 Denial of Service attacks hinderaservers ability to respond to authentic client requests by 

inundating it with false requests. 

 An example of a client server computing system is a web server. It returns the web pages 

to the clients that requested them. 
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Difference between Client Server Computing and Peer to Peer 

Computing 

The major differences between client server computing and peer to peer computing 

are as follows: 

 In client server computing, a server is a central node that services many client nodes. On 

the other hand, in a peer to peer system, the nodes collectively use their resources and 

communicate with each other. 

 In client server computing the server is the one that communicates with the other nodes. 

In peer to peer to computing, all the nodes are equal and share data with each other 

directly. 

 Client Server computing is believed to be a subcategory of the peer to peer computing. 

The Advantages of Client/Server Computing 

The client/server computing model provides the means to integrate personal productivity 

applications for an individual employee or manager with specific business data processing 

needs to satisfy total information processing requirements for the entire enterprise. 

Enhanced Data Sharing 

Data that is collected as part of the normal business process and maintained on a server is 

immediately available to all authorized users. The use of Structured Query Language (SQL) 

to define and manipulate the data provides support for open access from all client 

processors and software. SQL grants all authorized users access to the information through 

a view that is consistent with their business need. Transparent network services ensure that 

the same data is available with the same currency to all designated users. 

Integrated Services 

In the client/server model, all information that the client (user) is entitled to use is available at 

the desktop. There is no need to change into terminal mode or log into another processor to 

access information. All authorized information and processes are directly available from the 

desktop interface. The desktop tools—e-mail, spreadsheet, presentation graphics, and word 

processing—are available and can be used to deal with information provided by application 

and database servers resident on the network. Desktop users can use their desktop tools in 

conjunction with information made available from the corporate systems to produce new and 

useful information. 
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Figure 2.1 shows a typical example of this integration. A word-processed document that 

includes input from a drawing package, a spreadsheet, and a custom-developed application 

can be created. The facilities of Microsoft's Dynamic Data Exchange (DDE) enable graphics 

and spreadsheet data to be cut and pasted into the word-processed document along with 

the window of information extracted from a corporate database. The result is displayed by 

the custom application. 

Creation of the customized document is done using only desktop tools and the mouse to 

select and drag information from either source into the document. The electronic scissors 

and glue provide powerful extensions to existing applications and take advantage of the 

capability of the existing desktop processor. The entire new development can be done by 

individuals who are familiar only with personal productivity desktop tools. Manipulating the 

spreadsheet object, the graphics object, the application screen object, and the document 

object using the desktop cut and paste tools provides a powerful new tool to the end user. 

 

 

 

 

 

 

 

 

Figure 2.1. Personal productivity and integrated applications. 

Developers use these same object manipulation capabilities under program control to create 

new applications in a fraction of the time consumed by traditional programming methods. 

Object-oriented development techniques are dramatically increasing the power available to 

nonprogrammers and user professionals to build and enhance applications. 

Another excellent and easily visualized example of the integration possible in the 

client/server model is implemented in the retail automobile service station. Figure 2.2 

illustrates the comprehensive business functionality required in a retail gas service station. 

The service station automation (SSA) project integrates the services of gasoline flow 

measurement, gas pumps billing, credit card validation, cash registers management, point-

http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc01.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc01.gif
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of-sale, inventory control, attendance recording, electronic price signs, tank monitors, 

accounting, marketing, truck dispatch, and a myriad of other business functions. These 

business functions are all provided within the computer-hostile environment of the familiar 

service station with the same type of workstations used to create this book. The system uses 

all of the familiar client/server components, including local and wide-area network services. 

Most of the system users are transitory employees with minimal training in computer 

technology. An additional challenge is the need for real-time processing of the flow of 

gasoline as it moves through the pump. If the processor does not detect and measure the 

flow of gasoline, the customer is not billed. The service station automation system is a 

classic example of the capabilities of an integrated client/server application implemented and 

working today. 

 

 

 

 

 

 

 

Figure 2.2. Integrated retail outlet system architecture. 

Sharing Resources Among Diverse Platforms 

The client/server computing model provides opportunities to achieve true open system 

computing. Applications may be created and implemented without regard to the hardware 

platforms or the technical characteristics of the software. Thus, users may obtain client 

services and transparent access to the services provided by database, communications, and 

applications servers. Operating systems software and platform hardware are independent of 

the application and masked by the development tools used to build the application. 

In this approach, business applications are developed to deal with business processes 

invoked by the existence of a user-created "event." An event such as the push of a button, 

http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc02.gif
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selection of a list element, entry in a dialog box, scan of a bar code, or flow of gasoline 

occurs without the application logic being sensitive to the physical platforms. 

Client/server applications operate in one of two ways. They can function as the front end to 

an existing application—the more limited mainframe-centric model discussed in Chapter 1—

or they can provide data entry, storage, and reporting by using a distributed set of clients 

and servers. In either case, the use—or even the existence—of a mainframe host is totally 

masked from the workstation developer by the use of standard interfaces such as SQL. 

Data Interchangeability and Interoperability 

SQL is an industry-standard data definition and access language. This standard definition 

has enabled many vendors to develop production-class database engines to manage data 

as SQL tables. Almost all the development tools used for client/server development expect 

to reference a back-end database server accessed through SQL. Network services provide 

transparent connectivity between the client and local or remote servers. With some database 

products, such as Ingres Star, a user or application can define a consolidated view of data 

that is actually distributed between heterogeneous, multiple platforms. 

Systems developers are finally reaching the point at which this heterogeneity will be a 

feature of all production-class database engine products. Most systems that have been 

implemented to date use a single target platform for data maintenance. The ability to do 

high-volume updates at multiple locations and maintain database integrity across all types of 

errors is just becoming available with production-level quality performance and recovery. 

Systems developed today that use SQL are inherently transparent to data storage location 

and the technology of the data storage platform. The SQL syntax does not specify a location 

or platform. This transparency enables tables to be moved to other platforms and locations 

without affecting the application code. This feature is especially valuable when adopting 

proven, new technology or if it makes business sense to move data closer to its owner. 

Database services can be provided in response to an SQL request—without regard to the 

underlying engine. This engine can be provided by vendors such as ASK/Ingres, Oracle, 

Sybase, or IBM running on Windows NT, OS/2, UNIX, or MVS platform. The system 

development environment (SDE) and tools must implement the interfaces to the vendor 

database and operating system products. The developer does not need to know which 

engine or operating system is running. If the SDE does not remove the developer from direct 

access to the database server platform, the enthusiasm to be efficient will prevent 

developers from avoiding the use of "features" available only from a specific vendor. The 

transparency of platform is essential if the application is to remain portable. Application 
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portability is essential when taking advantage of innovation in technology and cost 

competitiveness, and in providing protection from the danger of vendor failure. 

Database products, such as Sybase used with the Database Gateway product from Micro 

DecisionWare, provide direct, production-quality, and transparent connectivity between the 

client and servers. These products may be implemented using DB2, IMS/DB, or VSAM 

through CICS into DB2, and Sybase running under VMS, Windows NT, OS/2, DOS, and 

MacOS. Bob Epstein, executive vice president of Sybase, Inc., views Sybase's open server 

approach to distributed data as incorporating characteristics of the semantic heterogeneity 

solution.1 In this solution, the code at the remote server can be used to deal with different 

database management systems (DBMSs), data models, or processes. The remote 

procedure call (RPC) mechanism used by Sybase can be interpreted as a message that 

invokes the appropriate method or procedure on the open server. True, somebody has to 

write the code that masks the differences. However, certain parts—such as accessing a 

foreign DBMS (like Sybase SQL Server to IBM DB2)—can be standardized. 

ASK's Ingres Star product provides dynamic SQL to support a distributed database between 

UNIX and MVS. Thus, Ingres Windows 4GL running under DOS or UNIX as a client can 

request a data view that involves data on the UNIX Ingres and MVS DB2 platform. Ingres is 

committed to providing static SQL and IMS support in the near future. Ingres' Intelligent 

Database engine will optimize the query so that SQL requests to distributed databases are 

handled in a manner that minimizes the number of rows moved from the remote server. This 

optimization is particularly crucial when dynamic requests are made to distributed 

databases. With the announcement of the Distributed Relational Database Architecture 

(DRDA), IBM has recognized the need for open access from other products to DB2. This 

product provides the app-lication program interfaces (APIs) necessary for other vendors to 

generate static SQL requests to the DB2 engine running under MVS. Norris van den Berg, 

manager of Strategy for Programming Systems at IBM's Santa Teresa Laboratory in San 

Jose, California, points out that IBM's Systems Application Architecture (SAA) DBMSs are 

different. Even within IBM, they must deal with the issues of data interchange and 

interoperability in a heterogeneous environment.2 More importantly, IBM is encouraging 

third-party DBMS vendors to comply with its DRDA. This is a set of specifications that will 

enable all DBMSs to interoperate. 

The client/server model provides the capability to make ad hoc requests for information. As a 

result, optimization of dynamic SQL and support for distributed databases are crucial for the 

success of the second generation of a client/server application. The first generation 

implements the operational aspects of the business process. The second generation is the 
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introduction of ad hoc requests generated by the knowledgeable user looking to gain 

additional insight from the information available. 

Masked Physical Data Access 

When SQL is used for data access, users can access information from databases anywhere 

in the network. From the local PC, local server, or wide area network (WAN) server, data 

access is supported with the developer and user using the same data request. The only 

noticeable difference may be performance degradation if the network bandwidth is 

inadequate. Data may be accessed from dynamic random-access memory (D-RAM), from 

magnetic disk, or from optical disk, with the same SQL statements. Logical tables can be 

accessed—without any knowledge of the ordering of columns or awareness of extraneous 

columns—by selecting a subset of the columns in a table. Several tables may be joined into 

a view that creates a new logical table for application program manipulation, without regard 

to its physical storage format. 

The use of new data types, such as binary large objects (BLOBs), enables other types of 

information such as images, video, and audio to be stored and accessed using the same 

SQL statements for data access. RPCs frequently include data conversion facilities to 

translate the stored data of one processor into an acceptable format for another. 

Location Independence of Data and Processing 

We are moving from the machine-centered computing era of the 1970s and 1980s to a new 

era in which PC-familiar users demand systems that are user-centered. Previously, a user 

logged into a mainframe, mini-, or microapplication. The syntax of access was unique in 

each platform. Function keys, error messages, navigation methods, security, performance, 

and editing were all very visible. Today's users expect a standard "look and feel." Users log 

into an application from the desktop with no concern for the location or technology of the 

processors involved. 

Figure 2.3 illustrates the evolution of a user's view of the computing platform. In the 1970s, 

users logged into the IBM mainframe, the VAX minicomputer, or one of the early 

microcomputer applications. It was evident which platform was being used. Each platform 

required a unique login sequence, security parameters, keyboard options, and custom help, 

navigation, and error recovery. In the current user-centered world, the desktop provides the 

point of access to the workgroup and enterprise services without regard to the platform of 

application execution. Standard services such as login, security, navigation, help, and error 

recovery are provided consistently among all applications. 
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Figure 2.3. The computing 

transformation. 

Developers today are provided 

with considerable 

independence. Data is 

accessed through SQL without 

regard to the hardware, 

operating system, or location 

providing the data. Consistent 

network access methods 

envelop the application and 

SQL requests within an RPC. The network may be based in Open Systems Interconnect 

(OSI), Transmission Control Protocol/Internet Protocol (TCP/IP), or Systems Network 

Architecture (SNA), but no changes are required in the business logic coding. The developer 

of business logic deals with a standard process logic syntax without considering the physical 

platform. Development languages such as COBOL, C, and Natural, and development tools 

such as Telon, Ingres 4GL, PowerBuilder, CSP, as well as some evolving CASE tools such 

as Bachman, Oracle CASE, and Texas Instruments' IEF all execute on multiple platforms 

and generate applications for execution on multiple platforms. 

The application developer deals with the development language and uses a version of SDE 

customized for the organization to provide standard services. The specific platform 

characteristics are transparent and subject to change without affecting the application 

syntax. 

Centralized Management 

As processing steers away from the central data center to the remote office and plant, 

workstation server, and local area network (LAN) reliability must approach that provided 

today by the centrally located mini- and mainframe computers. The most effective way to 

ensure this is through the provision of monitoring and support from these same central 

locations. A combination of technologies that can "see" the operation of hardware and 

software on the LAN—monitored by experienced support personnel—provides the best 

opportunity to achieve the level of reliability required. 

The first step in effectively providing remote LAN management is to establish standards for 

hardware, software, networking, installation, development, and naming. These standards, 

used in concert with products such as IBM's Systemview, Hewlett-Packard's Openview, 

http://www.gbengasesan.com/fyp/48/02csc03.gif
http://www.gbengasesan.com/fyp/48/02csc03.gif
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Elegant's ESRA, Digital's EMA, and AT&T's UNMA products, provide the remote view of the 

LAN. Other tools, such as PC Connect for remote connect, PCAssure from Centel for 

security, products for hardware and software inventory, and local monitoring tools such as 

Network General's Sniffer, are necessary for completing the management process. 

Technology Revolution 

The changes in computer technology that have taken place during the past five years are 

significantly greater than those of the preceding 35 years of computer history. There is no 

doubt that we will continue to experience an even greater rate of change during the coming 

five-year period. 

Future Technologies 

Consulting a crystal ball, projecting the future, and making decisions based on the 

projections is a common failure of the computer industry. Predicting the future is a risky 

business. Industry leaders, technicians, and investors have been equally unsuccessful on 

occasion. Figures 2.4, 2.5, and 2.6 repeat some of the more familiar quotes from past 

fortune tellers projecting the future. 

It is important, however, to achieve an educated view of where technology is headed during 

the life of a new system. The architecture on which a new system is built must be capable of 

supporting all users throughout its life. Large organizations traditionally have assumed that 

their applications will provide useful service for 5 to 10 years. Many systems are built with a 

view of only what is available and provable today, and they are ready to fall apart like a deck 

of cards when the operating environment changes and the architecture cannot adapt to the 

new realities. Properly architected systems consider not only the reality of today but also an 

assessment of the likely reality five years after the date of implementation. 

Despite predictions that the scope of change in computer technology in the next five years 

will exceed that seen in the entire computer era (1950 through 1994), a view of history still 

provides the only mirror we have into the future. 

Computing Power Compared 

A 1990 survey of U.S. Fortune 1000 companies, completed by a well-known computer 

industry research firm, found that on an MIPS (millions of instructions per second) basis, 

more than 90 percent of the processing power available to organizations exists at the 

desktop. This cheap computing power is typically underused today. It is a sunk cost 

available to be used as clients in the implementation of client/server applications. 
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Figure 2.7 illustrates the portion of processor capacity allocated to the central site and the 

desktop. In most organizations, the 9 percent of processor capacity residing in the "glass 

house" central computer center provides 90 percent or more of enterprise computing. The 

90 percent of processor capacity on the desktop and installed throughout the organization 

provides less than 10 percent of the processing power to run the business. Most workstation 

systems are used for personal productivity applications, such as word processing, 

presentation graphics, and spreadsheet work. The personal productivity functions performed 

on these machines typically occupy the processor for a maximum of two to three hours per 

day. 

Input/Output (I/O) Compared 

Most applications require information that is manipulated also to be read and saved. In the 

next example, added to the CPU processing is the requirement to perform 1000 physical 

data read or write operations per second.  

Technology Revolution 

The changes in computer technology that have taken place during the past five years are 

significantly greater than those of the preceding 35 years of computer history. There is no 

doubt that we will continue to experience an even greater rate of change during the coming 

five-year period. 

Future Technologies 

Consulting a crystal ball, projecting the future, and making decisions based on the 

projections is a common failure of the computer industry. Predicting the future is a risky 

business. Industry leaders, technicians, and investors have been equally unsuccessful on 

occasion. Figures 2.4, 2.5, and 2.6 repeat some of the more familiar quotes from past 

fortune tellers projecting the future. 

It is important, however, to achieve an educated view of where technology is headed during 

the life of a new system. The architecture on which a new system is built must be capable of 

supporting all users throughout its life. Large organizations traditionally have assumed that 

their applications will provide useful service for 5 to 10 years. Many systems are built with a 

view of only what is available and provable today, and they are ready to fall apart like a deck 

of cards when the operating environment changes and the architecture cannot adapt to the 

new realities. Properly architected systems consider not only the reality of today but also an 

assessment of the likely reality five years after the date of implementation. 
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Figure 2.4. Workstation market potential. 

(Source: J. Opel, IBM, 1982.) 

Figure 2.5. 

Technology pessimism. (Source: UNIVAC, 1950, on opportunity for UNIVAC1.) 

 

Figure 2.6. Technology optimism. (Source: 

Anonymous bankrupt investor, 1986.) 

Despite predictions that the scope of change in 

computer technology in the next five years will 

exceed that seen in the entire computer era (1950 

through 1994), a view of history still provides the 

only mirror we have into the future. 

Computing Power Compared 

A 1990 survey of U.S. Fortune 1000 companies, 

completed by a well-known computer industry 

research firm, found that on an MIPS (millions of 

instructions per second) basis, more than 90 percent of the processing power available to 

organizations exists at the desktop. This cheap computing power is typically underused 

today. It is a sunk cost available to be used as clients in the implementation of client/server 

applications. 

Figure 2.7 illustrates the portion of processor capacity allocated to the central site and the 

desktop. In most organizations, the 9 percent of processor capacity residing in the "glass 

house" central computer center provides 90 percent or more of enterprise computing. The 

90 percent of processor capacity on the desktop and installed throughout the organization 

provides less than 10 percent of the processing power to run the business. Most workstation 

http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc04.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc04.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc05.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc05.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc06.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc06.gif
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systems are used for personal productivity applications, such as word processing, 

presentation graphics, and spreadsheet work. The personal productivity functions performed 

on these machines typically occupy the processor for a maximum of two to three hours per 

day. 

 

Figure 2.7. Managing the shift to 

distributed processing. 

Input/Output (I/O) Compared 

Most applications require 

information that is manipulated 

also to be read and saved. In the 

next example, added to the CPU 

processing is the requirement to 

perform 1000 physical data read 

or write operations per second. Figure 2.8 shows the costs of performing these operations. 

 

 

Figure 2.8. The I/O 

bottleneck. 

The same portion of the 

mainframe configuration 

required to provide one 

MIPS execution 

capability can 

simultaneously handle this I/O requirement. The workstation configuration required to 

simultaneously handle these two tasks in 1989 cost at least twice that of the mainframe 

configuration. In addition, the configuration involved multiple processors without shared 

memory access. In order to preserve data integrity, the I/O must be read only. The dramatic 

reduction in workstation cost projected in 1995 is predicated on the use of symmetric 

multiprocessors to provide CPUs with shared memory and on the use of coprocessors 

providing the cached controllers necessary to support parallel I/O. (Parallel I/O enables 

multiple I/O requests to several devices to be serviced concurrently with host CPU 

processing.) However, the costs are still projected to be 75 percent greater than costs on the 

mainframe for this high rate of I/O. 

http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc07.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc07.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc08.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc08.gif
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The difference in price and functionality is primarily explained by the fact that the IBM 3090-

600 is an example of a massively parallel processor optimized to do I/O. Every channel, 

DASD controller, tape controller, and console contains other processors. The processing 

capacity of these other processors is three to eight times the processing capacity of the main 

processor. These processors have direct memory access (DMA) to the shared memory of 

the configuration, with minimal impact on the processing capacity of the main processor. 

These processors enable I/O operations to proceed in parallel with little or no main 

processor involvement. 

For the immediate future, forecasts show little slackening in demand for large host 

processors to provide enterprise database engine services for large companies, especially 

Fortune 500 firms. Ad hoc processing demands generated by the availability of workplace 

requestors will further increase the I/O demand. The RISC and Intel processors, as 

configured today and envisioned over the next five years, continue to use the main 

processor to perform much of the processing involved in I/O functions. This is an economical 

strategy for most client applications and many server applications where the I/O demands do 

not approach those found in large host mainframe configurations. Distributed database 

technology reduces the demands for I/O against a single database configuration and 

distributes the I/O with the data to the remote server processors. Despite the dramatic 

increase in CPU power, there hasn't been a corresponding increase in the capability to do 

"real" I/O. Some mechanical limitations are not solved by increased CPU power. In fact, the 

extra CPU merely enables I/O requests to be generated more rapidly. 

Figure 2.9 illustrates that CPU to I/O ratios became significantly unbalanced between 1980 

and 1990. Between 1980 and 1990, for the same dollar expenditure, processor capacity 

increased by 100 times while I/O capacity increased by only 18 times. There is no indication 

that this rate of change will decline in the future. In fact, it is likely that with increased use of 

symmetric multiprocessors, CPU power availability will increase more rapidly. This in turn 

will generate even greater I/O demands and further widen the gap. 

Only through the effective use of real storage (D-RAM) can we hope to use the available 

CPU power. Data can be accessed from D-RAM without the need to do physical I/O except 

to log the update. Database technology uses a sequential log to record changes. These 

sequential writes can be buffered and done very rapidly. The random updates to the 

database are done when the system has nothing better to do or when the shared D-RAM 

containing the updated data is required for other data. The log is used to recover the 

database after any failure that terminates the application. 
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Figure 2.9. Processor power 

versus I/O capacity. (Source: 

International Data Corporation.) 

Another complication in the I/O 

factor is the steadily decreasing 

cost of permanent data storage 

devices. As the cost of traditional 

data storage devices—disk and 

tape—decreases, new 

technologies with massively greater capacity have evolved. Optical storage devices provide 

greater storage for less cost but with a somewhat slower rate of access than magnetic disk 

technologies. Most industry experience demonstrates that the amount of data an 

organization wants to store depends on the cost of storage, not on any finite limit to the 

amount of data available. If the cost of storage is halved, twice as much data will be 

available to store for the same budget. This additional data may come from longer histories, 

external sources, or totally new forms of data, such as image, audio, video, and graphics. 

New applications may be justified by the reduction in cost of data stores. 

Workstation technologies can deal with personal data, data extracted from central systems 

for analysis by the end user, data from integrated external sources for comparison, and 

integrated new types of data such as voice annotation to documents. All these data forms 

provide additional uses for lower-cost, permanent data storage. Decision-support systems 

can use workstation technologies and massive amounts of additional data to provide useful, 

market-driven recommendations. 

Relational database technologies also can limit the amount of real I/O required to respond to 

information requests. The use of descriptor indexes that contain data values extracted from 

columns of the database tables enables search criteria to be evaluated by accessing only 

the indexes. Access to the physical database itself is required only when the index search 

results in the identification of rows from the relational table that satisfy the search criteria. 

Large relational tables, which are accessed through complex searches, can demonstrate 

dramatically different performance and cost of access depending on the effectiveness of the 

database search engine. Products such as DB2 and Ingres, which do extensive query 

optimization, often demonstrate significantly better performance than other products in 

complex searches. Products that were developed to deal with a small memory model often 

exhibit dramatic CPU overhead when the size of resident indexes gets very large. DB2 

http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc09.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc09.gif
http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc09.gif
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achieves linear improvement in performance as indexes are allocated more D-RAM. Oracle, 

on the other hand, does not perform well in the IBM System 370 MVS implementation 

because of its overhead in managing very large main storage buffer pools. 

Main Storage 

Arguably, the most dramatic technological revolution affecting the computer industry today is 

caused by the increase in the amount of main storage (D-RAM) available to an application. 

D-RAM is used for the execution of programs and the temporary storage of permanent data. 

Computer users have entered the era of very large and inexpensive D-RAM. Figure 2.10 

represents the manner in which this technology has evolved and continues to evolve. Every 

three years, a new generation of D-RAM technology is released. Each new generation is 

released with four times the capacity of the previous generation for the same chip price. At 

the point of introduction and at any given time during its life cycle, the cost of these chips is 

reduced to a price equal to the price of chips from the previous generation. As the capacity 

of individual D-RAM chips has increased, the quantity of D-RAM available to the client (and 

server) has increased massively. Laboratory and manufacturing evidence reveals that this 

trend will continue at least through 1996. 

 

Figure 2.10. D-RAM chip 

evolution. 

Desktop workstations purchased in 

1988 with 1 megabit (Mbit) D-RAM 

chips were available in 1992 with 

4Mbit DRAM chips for the same or 

lower cost. In 1988, typical desktop 

workstations contained 1 to 4 

megabytes (Mbytes) of D-RAM. In 

1992, these same configurations 

contain from 4 to 16Mbytes. In 

1995, these configurations will use 16Mbit chips and be available with 16 to 64Mbytes for the 

same price. By 1998—within the life span of many applications being developed today—

these configurations will use 64Mbit chips and contain from 64 to 256Mbytes of D-RAM for 

the same price. 

A revolutionary change is occurring in our capability to provide functionality at the desktop. 

Most developers cannot generate anywhere near the amount of code necessary to fill a 
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http://sitlib.sethu.ac.in/e-books/Computer%20Science%20and%20Information%20Technology/CLIENT%20SERVER%20COMPUTING/02csc10.gif
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64Mbyte processor on the desk. Yet applications being built today will be used on desktop 

processors with this amount of D-RAM. As Chapter 3 discusses more fully, the client 

workstation can now contain in D-RAM all the software that the user will want to use. This 

eliminates the delay that was previously inherent in program switching—that is, program 

loading and startup. It is now practical to use a multitasking client workstation with several 

active tasks and to switch regularly among them. Virtual storage is a reality. Workstation D-

RAM costs were less than $50 per megabyte in 1992. The cost difference for an additional 4 

megabytes is only $200. Only one year earlier, short-sighted application designers may have 

made system design decisions based on a cost of $1000 for 4Mbytes. 

The same chip densities used for desktop processors are used in host servers. The typical 

mainframe computer in 1988 contained from 64 to 256Mbytes of D-RAM. In 1992, 256 to 

1,024Mbytes were typical. By 1995, these same host servers will contain 1,024 to 

4,096Mbytes of D-RAM. After 1998, host servers will contain 4,096 to 16,192Mbytes of D-

RAM. These quantities are large enough to mandate that we take a completely different view 

of the way in which software will be built and information will be managed. During the useful 

life of systems being conceived today, the I/O bottleneck will be eliminated by the capability 

to access permanent information from D-RAM. 

We are on the verge of the postscarcity era of processor power. In this era, essentially 

unlimited computing power will become available. With the client/server model, this 

processing power is available in every workplace—a fundamental paradigm shift to the 

information-processing industry and to its customers. We expect to see a significant 

shakeout in the industry as hardware-only vendors respond to these changes. What will this 

mean for developers and consumers? 

 Only manufacturers who offer the lowest prices and who diversify into the software 

industry will be successful. 

 Computer technology consumers are now on the verge of a related paradigm shift in 

the way computer technology affects their business. Only the most effective users 

can hope to demonstrate real value in a competitive marketplace. 
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Connectivity 

 

The era of desktop workstations began in 1981 with the introduction of the IBM 

personal computer (PC). The PC provided early users with the capability to do 

spreadsheets, word processing, and basic database services for personal data. 

Within three years, it became clear that high-quality printers, backup tapes, high-

capacity disk devices, and software products were too expensive to put on 

everyone's desktop. LAN technology evolved to solve this problem. Novell is and has 

been the most successful vendor in the LAN market. 

Step 1—Workstations Emulate Corporate Systems 

Figure 2.12 shows the trend in the introduction of PCs into organizations during the 

period from 1980 until 1995. In most large organizations, desktop workstations 

provide personal productivity and some workgroup functions, but host services still 

provide most other business functions. The lack of desktop real estate encourages 

the addition of terminal emulation services to the workstation. This emulation 

capability connects the workstation directly to the corporate systems. The connection 

was and generally still is provided by a direct connection from the workstation to the 

host server or its controller. It is possible to use a sub-$5,000 workstation as a $500 

dumb terminal. 

Connectivity provides the opportunity to move beyond terminal emulation to use the 

full potential of the workstation. Often the first client/server applications in a large 

organization use existing mainframe applications. These are usually presentation 

services-only applications. 

 Figure 2.12. Trends in PC-micro 

expenditures. 

Step 2—Adding Servers for 

Database and Communications 

The next step in connectivity is the 

implementation of specialized 

servers to provide database and 

communications services. These servers provide LAN users with a common 

database for shared applications and with a shared node to connect into the 
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corporate network. The communications servers eliminate the need for extra cabling 

and workstation hardware to enable terminal emulation. The LAN cabling provides 

the necessary physical connection, and the communications server provides the 

necessary controller services. 

Step 3—Full-Fledged Client/Server Applications 

With its implementation of communications and database servers in place, an 

organization is ready for the next step up from presentation services-only 

client/server applications to full-fledged client/server applications. These new 

applications are built on the architecture defined as part of the system development 

environment (SDE). 

Ways to Improve Performance 

Client/server-developed applications may achieve substantially greater performance when 

compared with traditional workstations or host-only applications. 

Offload Work to Server 

Database and communications processing are frequently offloaded to a faster server 

processor. Some applications processing also may be offloaded, particularly for a complex 

process, which is required by many users. The advantage of offloading is realized when the 

processing power of the server is significantly greater than that of the client workstation. 

Shared databases or specialized communications interfaces are best supported by separate 

processors. Thus, the client workstation is available to handle other client tasks. These 

advantages are best realized when the client workstation supports multitasking or at least 

easy and rapid task switching. 

Reduce Total Execution Time 

Database searches, extensive calculations, and stored procedure execution can be 

performed in parallel by the server while the client workstation deals directly with the current 

user needs. Several servers can be used together, each performing a specific function. 

Servers may be multiprocessors with shared memory, which enables programs to overlap 

the LAN functions and database search functions. In general, the increased power of the 

server enables it to perform its functions faster than the client workstation. In order for this 

approach to reduce the total elapsed time, the additional time required to transmit the 

request over the network to the server must be less than the saving. High-speed local area 

network topologies operating at 4, 10, 16, or 100Mbs (megabits per second) provide high-

speed communications to manage the extra traffic in less time than the savings realized from 
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the server. The time to transmit the request to the server, execute the request, and transmit 

the result to the requestor, must be less than the time to perform the entire transaction on 

the client workstation. 

Use a Multitasking Client 

As workstation users become more sophisticated, the capability to be simultaneously 

involved in multiple processes becomes attractive. Independent tasks can be activated to 

manage communications processes, such as electronic mail, electronic feeds from news 

media and the stock exchange, and remote data collection (downloading from remote 

servers). Personal productivity applications, such as word processors, spreadsheets, and 

presentation graphics, can be active. Several of these applications can be dynamically linked 

together to provide the desktop information processing environment. Functions such as 

Dynamic Data Exchange (DDE) and Object Linking and Embedding (OLE) permit including 

spreadsheets dynamically into word-processed documents. These links can be hot so that 

changes in the spreadsheet cause the word-processed document to be updated, or they can 

be cut and paste so that the current status of the spreadsheet is copied into the word-

processed document. 

Systems developers appreciate the capability to create, compile, link, and test programs in 

parallel. The complexity introduced by the integrated CASE environment requires multiple 

processes to be simultaneously active so the workstation need not be dedicated to a single 

long-running function. Effective use of modern CASE tools and workstation development 

products requires a client workstation that supports multitasking. 

How to Reduce Network Traffic 

Excessive network traffic is one of the most common causes of poor system performance. 

Designers must take special care to avoid this potential calamity. 

Minimize Network Requests 

In the centralized host model, network traffic is reduced to the input and output of 

presentation screens. In the client/server model, it is possible to introduce significantly more 

network traffic if detailed consideration is not given to the requestor-server interface. 

In the file server model, as implemented by many database products, such as dBASE IV, 

FoxPro, Access, and Paradox, a search is processed in the client workstation. Record-level 

requests are transmitted to the server, and all filtering is performed on the workstation. This 

has the effect of causing all rows that cannot be explicitly filtered by primary key selection to 

be sent to the client workstation for rejection. In a large database, this action can be 
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dramatic. Records that are owned by a client cannot be updated by another client without 

integrity conflicts. An in-flight transaction might lock records for hours if the client user leaves 

the workstation without completing the transaction. For this reason, the file server model 

breaks down when there are many users, or when the database is large and multikey access 

is required. 

However, with the introduction of specific database server products in the client/server 

implementation, the search request is packaged and sent to the database server for 

execution. The SQL syntax is very powerful and—when combined with server trigger logic—

enables all selection and rejection logic to execute on the server. This approach ensures that 

the answer set returns only the selected rows and has the effect of reducing the amount of 

traffic between the server and client on the LAN. (To support the client/server model, dBASE 

IV, FoxPro, and Paradox products have been retrofitted to be SQL development tools for 

database servers.) 

The performance advantages available from the client/server model of SQL services can be 

overcome. For example, if by using an unqualified SQL SELECT, all rows satisfying the 

request are returned to the client for further analysis. Minimally qualified requests that rely on 

the programmer's logic at the workstation for further selection can be exceedingly 

dangerous. Quite possibly, 1 million rows from the server can be returned to the client only 

to be reduced by the client to 10 useful rows. The JOIN function in SQL that causes multiple 

tables to be logically combined into a single table can be dangerous if users don't 

understand the operation of the database engine. 

A classic problem with dynamic SQL is illustrated by a request to Oracle to JOIN a 10-row 

table at the client with a 1-million-row table at the server. Depending on the format of the 

request, either 10 useful rows may be transferred to the client or 1 million rows may be 

transferred so that the useless 999,990 can be discarded. You might argue that a competent 

programmer should know better; however, this argument breaks down when the requestor is 

a business analyst. Business analysts should not be expected to work out the intricacies of 

SQL syntax. Their tools must protect them from this complexity. (Some DBMSs are now 

making their optimizers more intelligent to deal with just these cases. So, it is important to 

look beyond transaction volumes when looking at DBMS engines.) If your business 

requirement necessitates using these types of dynamic SQL requests, it is important, when 

creating an SDE, that the architecture definition step selects products that have strong 

support for query optimization. Products such as Ingres are optimized for this type of 

request. 
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Online Transaction Processing (OLTP) in the client/server model requires products that use 

views, triggers, and stored procedures. Products such as Sybase, Ellipse, and Ingres use 

these facilities at the host server to perform the join, apply edit logic prior to updates, 

calculate virtual columns, or perform complex calculations. Wise use of OLTP can 

significantly reduce the traffic between client and server and use the powerful CPU 

capabilities of the server. Multiprocessor servers with shared memory are available from 

vendors such as Compaq, Hewlett Packard, and Sun. These enable execution to be divided 

between processors. CPU-intensive tasks such as query optimization and stored procedures 

can be separated from the database management processes. 

Ease Strain on Network Resources 

The use of application and database servers to produce the answer set required for client 

manipulation will dramatically reduce network traffic. There is no value in moving data to the 

client when it will be rejected there. The maximum reduction in network overhead is 

achieved when the only data returned to the client is that necessary to populate the 

presentation screen. Centralized operation, as implemented in minicomputer and mainframe 

environments, requires every computer interaction with a user to transfer screen images 

between the host and the workstation. When the minicomputer or mainframe is located 

geographically distant from the client workstation, WAN services are invoked to move the 

screen image. Client/server applications can reduce expensive WAN overhead by using the 

LAN to provide local communications services between the client workstation and the server. 

Many client/server applications use mixed LAN and WAN services: some information is 

managed on the LAN and some on the WAN. Application design must evaluate the 

requirements of each application to determine the most effective location for application and 

database servers. 

How to Reduce Costs 

Cost of operation is always a major design factor. Appropriate choice of technology and 

allocation of the work to be done can result in dramatic cost reduction. 

Each mainframe user requires a certain amount of the expensive mainframe CPU to execute 

the client portion of the application. Each CICS user uses CPU cycles, disk queues, and D-

RAM. These same resources are orders of magnitude cheaper on the workstation. If the 

same or better functionality can be provided by using the workstation as a client, significant 

savings can be realized. Frequently existing workstations currently used for personal 

productivity applications, such as terminal emulation, e-mail, word processing, and 

spreadsheet work may be used for mission-critical applications. The additional functionality 

of the client portion of a new application can thus be added without buying a new 
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workstation. In this case, the cost savings of offloading mainframe processing can be 

substantial. 

When you use a communications server on a LAN, each client workstation does not need to 

contain the hardware and software necessary to connect to the WAN. Communications 

servers can handle up to 128 clients for the cost of approximately six client communications 

cards and software. Despite the dramatic reductions in the price of D-RAM, companies will 

continue to need their existing client workstations. These devices may not be capable of 

further D-RAM upgrades, or it may not be feasible from a maintenance perspective to 

upgrade each device. The use of server technology to provide some of the functionality 

currently provided within a client workstation frees up valuable D-RAM for use by the client 

applications. This is particularly valuable for DOS-based clients. 

The WAN communications functions and LAN services may each be offloaded in certain 

implementations. The use of WAN communications servers has the additional advantage of 

providing greater functionality from the dedicated communications server. 
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UNIT II 

MOBILE COMPUTING-  INTRODUCTION 

Mobile Computing is a technology that allows transmission of data, voice and 

video via a computer or any other wireless enabled device without having to be 

connected to a fixed physical link. 

Mobile Computing is the use of portable computing devices (such as laptop and 

handheld computers) in conjunction with mobile communications technologies to 

enable users to access the Internet and data on their home or work computers from 

anywhere in the world. 

 It is the process of computation on a mobile device. In mobile computing, a set of 

distributed computing systems or service provider servers participate, connect, and 

synchronise through mobile communication protocols. 

 Mobile computing is a generic term describing ability to use the technology to 

wirelessly connect to and use centrally located information and/or application 

software through the application of small, portable, and wireless computing and 

communication devices. It provides decentralized (distributed) computations on 

diversified devices, systems, and networks, which are mobile, synchronized, and 

interconnected via mobile communication standards and protocols. Mobile device 

does not restrict itself to just oneapplication, such as, voice communication. 

 The main concept involves − 

• Mobile communication 

• Mobile hardware 

• Mobile software 

  

Mobile communication 

 The mobile communication in this case, refers to the infrastructure put in place to 

ensure that seamless and reliable communication goes on. These would include 

devices such as protocols, services, bandwidth, and portals necessary to facilitate 

and support the stated services. The data format is also defined at this stage. This 
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ensures that there is no collision with other existing systems which offer the same 

service. 

  

 

Since the media is unguided / 

unbounded, the overlaying infrastructure is 

basically radio wave-oriented. That is, the 

signals are carried over the air to intended 

devices that are capable of receiving and 

sending similar kinds of signals. 

  

Mobile Hardware 

 Mobile hardware includes mobile devices or device components that receive or 

access the service of mobility. They would range from portable laptops, smart 

phones, tablet Pc's, Personal Digital 

Assistants. 

 

These devices will have a receptor 

medium that is capable of sensing and 

receiving signals. These devices are 

configured to operate in full- duplex, whereby 

they are capable of sending and receiving 

signals at the same time. 

 They don't have to wait until one device has finished communicating for the other 

device to initiate communications. Above mentioned devices use an existing and 

established network to operate on. In most cases, it would be a wireless network. 

  Mobile software 

 Mobile software is the actual program that runs on the mobile hardware. It deals 

with the characteristics and requirements of mobile applications. This is the engine of 
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the mobile device. In other terms, it is the operating system of the appliance. It's the 

essential component that operates the mobile device. 

  

Since portability is the main factor, this type of computing ensures that users 

are not tied or pinned to a single physical location, but are able to operate from 

anywhere. It incorporates all aspects of wireless communications. 

MOBILE COMPUTING APPLICATIONS 

For Estate Agents 

 Estate agents can work either at home or out in the field. With mobile computers 

they can be more productive. They can obtain current real estate information by 

accessing multiple listing services, which they can do from home, office or car when 

out with clients. They can provide clients with immediate feedback regarding specific 

homes or neighbourhoods, and with faster loan approvals, since applications can be 

submitted on the spot. Therefore, mobile computers allow them to devote more time 

to clients. 

 Emergency Services 

 Ability to receive information on the move is vital where the emergency services are 

involved. Information regarding the address, type and other details of an incident can 

be dispatched quickly, via a CDPD system using mobile computers, to one or 

several appropriate mobile units which are in the vicinity of the incident. Here the 

reliability and security implemented in the CDPD system would be of great 

advantage. 
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In courts 

 Defence counsels can take mobile computers in court. When the opposing counsel 

references a case which they are not familiar, they can use the computer to get 

direct, real-time access to on-line legal database services, where they can gather 

information on the case and related precedents. Therefore mobile computers allow 

immediate access to a wealth of information, making people better informed and 

prepared. 

 In companies 

 Managers can use mobile computers in, say, critical presentations to major 

customers. They can access the latest market share information. At a small recess, 

they can revise the presentation to take advantage of this information. They can 

communicate with the office about possible new offers and call meetings for 

discussing responds to the new proposals. Therefore, mobile computers can 

leverage competitive advantages. 

 Stock Information Collation/Control 

 In environments where access to stock is very limited i.e.: factory warehouses. The 

use of small portable electronic databases accessed via a mobile computer would be 

ideal. Data collated could be directly written to a central database, via a CDPD 

network, which holds all stock information hence the need for transfer of data to the 

central computer at a later date is not necessary. This ensures that from the time 

that a stock count is completed, there is no inconsistency between the data input on 

the portable computers and the central database. 
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 Credit Card Verification 

 At Point of Sale (POS) terminals in shops and supermarkets, when customers use 

credit cards for transactions, the intercommunication required between the bank 

central computer and the POS terminal, in order to effect verification of the card 

usage, can take place quickly and securely over cellular channels using a mobile 

computer unit. This can speed up the transaction process and relieve congestion at 

the POS terminals. 

 

 Taxi/Truck Dispatch 

 Using the idea of a centrally controlled dispatcher with several mobile units (taxis), 

mobile computing allows the taxis to be given full details of the dispatched job as 

well as allowing the taxis to communicate information about their whereabouts back 

to the central dispatch office. This system is also extremely useful in secure 

deliveries ie: Securicor. This allows a central computer to be able to track and 

receive status information from all of its mobile secure delivery vans. Again, the 

security and reliability properties 

of the CDPD system shine 

through. 

Electronic Mail/Paging 

 Usage of a mobile unit to send 

and read emails is a very useful 

asset for any business individual, 

as it allows him/her to keep in 

touch with any colleagues as 

well as any urgent developments 

that may affect their work. 

Access to the Internet, using mobile computing technology, allows the individual to 

have vast arrays of knowledge at his/her fingertips. Paging is also achievable here, 

giving even more intercommunication capability between individuals, using a single 

mobile computer device. 

STRUCTURE OF MOBILE COMPUTING APPLICATION 
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Programming languages are used 

for mobile system software. 

Operating system functions to run 

the software components onto the 

hardware. 

 

 

Programming languages 

are used for mobile system 

software. Operating system functions to run the software components onto the 

hardware. Middleware components deployment. Layered structure arrangement 

of mobile computing components is used. Protocols and layers are used for 

transmission and reception. 

 Programming Languages 

 The following are the programming languages used for Mobile Computing 

applications are: 

 ·        Java - J2SE. 

 ·        J2ME (Java2 Micro edition) 

 ·        JavaCard (Java for smart card) 

 ·        The Java enterprise edition (J2EE) used for web and enterprise server based 

applications of mobile services 

 ·        C and C++ 

 ·        Visual C++ 

 ·        Visual Basic 

   

Operating System 

 Symbian OS, Window CE, Mac OS are the operating systems used in Mobile 

computing applications. It offers the user to run an application without considering 

the hardware specifications and functionalities. It provides functions which are used 

for scheduling the multiple tasks in a system. 
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 It provides the functions required for the synchronization of multiple tasks in the 

system. It uses multiple threads synchronization and priority allocation. Management 

functions (such as creation, activation, deletion, suspension, and delay) are used for 

tasks and memory. It provides Interfaces for communication between software 

components at the application layer, middleware layers, and hardware devices. 

 It facilitates the execution of software components on diversified hardware. It 

provides Configurable libraries for the GUI (graphic user interface) in the device. It 

provides 

 User application‘s GUIs, VUI (voice user interface) components, and phone API. It 

provides the device drivers for the keyboard, display, USB, and other devices. 

 Middleware 

 Software components that link the application components with the network-

distributed components. It is used to discover the nearby device such as Bluetooth. It 

is used to discover the nearby hot spot for achieving device synchronization with the 

server or an enterprise server. It is used for retrieving data (which may be in Oracle 

or DB2) from a network database. It is used for service discovery at network. It is 

used for adaptation of the application to the platform and service availability. 

 Architecture of Mobile Computing Applications 

 Client/server architecture (and its variants) is often adopted for this kind of 

applications. However we have to take into consideration some specific aspects 

related to the mobile devices (clients), and their connectivity with servers. 

 Clients 

 There are many mobile device types, including RIM devices, cellular telephones, 

PDAs, Tablet, PCs, and Laptop PCs. These mobile devices can typically operate as 

thin clients or fat clients, or they can be developed so that they can host web pages 

 Thin Clients 

 Thin clients have no custom application code and completely rely on the server for 

their functionality. They do not depend as heavily on the mobile device‘s operating 

system or the mobile device type as fat clients. Thin clients typically use widely 
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available web and Wireless Application Protocol (WAP) browsers to display the 

application content pages. 

  

Fat Clients 

 Fat clients typically have one to three layers of application code on them and can 

operate independently from a server for some period of time. Typically, fat clients are 

most useful in situations where communication between a client and server cannot 

be guaranteed. 

 For example, a fat client application may be able to accept user input and store data 

in a local database until connectivity with the server is re-established and the data 

can be moved to the server. 

 This allows a user to continue working even if he/she is out of contact with the 

server. Fat clients depend heavily on the operating system and mobile device type 

and the code can be difficult to release and distribute. Fat clients can be 

implemented using one, two, or three layers of application code. However, if you only 

use one layer it is extremely difficult to isolate the individual areas of functionality and 

reuse and distribute the code over multiple device types. 

 

SECURITY IN MOBILE COMPUTING 

Mobile computing has its fair share of security concerns as any other technology. 

Due to its nomadic nature, it's not easy to monitor the proper usage. Users might 

have different intentions on how to utilize this privilege. Improper and unethical 

practices such as hacking, industrial espionage, pirating, online fraud and malicious 

destruction are some but few of the problems experienced by mobile computing. 

 

Another big problem plaguing mobile 

computing is credential verification. As other 

users share username and passwords, it 

poses as a major threat to security. This being 
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a very sensitive issue, most companies are very reluctant to implement mobile 

computing to the dangers of misrepresentation. 

The problem of identity theft is very difficult to contain or eradicate. Issues with 

unauthorized access to data and information by hackers, is also an enormous 

problem. Outsiders gain access to steal vital data from companies, which is a major 

hindrance in rolling out mobile computing services. 

No company wants to lay open their secrets to hackers and other intruders, who will 

in turn sell the valuable information to their competitors. It's also important to take 

the necessary precautions to minimize these threats from taking place. Some of 

those measures include − 

 Hiring qualified personnel. 

 Installing security hardware and software 

 Educating the users on proper mobile computing ethics 

 Auditing and developing sound, effective policies to govern mobile computing 

 Enforcing proper access rights and permissions 

 

These are just but a few ways to 

help deter possible threats to any 

company planning to offer mobile 

computing. Since information is 

vital, all possible measures should 

be evaluated and implemented for 

safeguard purposes. 

In the absence of such measures, it's possible for exploits and other unknown 

threats to infiltrate and cause irrefutable harm. These may be in terms of reputation 

or financial penalties. In such cases, it's very easy to be misused in different 

unethical practices’ these factors aren’t properly worked on, it might be an avenue 

for constant threat. Various threats still exist in implementing this kind of technology. 

MOBILE COMPUTING ARCHITECTURE 
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A 3-tier architecture is an application program that is organized into three major 

parts, comprising of: 

 The data access layer tier at the bottom, 

 The application tier (business logic) in the middle and 

 The client tier (presentation) at the top. 

Each tier is distributed to a different place or places in a network. These tiers 

do not necessarily correspond to physical locations on various computers on a 

network, but rather to logical layers of the application. 

1. Presentation Layer (UI): 

 This layer presents data to the user and optionally permits data manipulation 

and data entry, also this layer requests the data form Business layer. 

 This layer accomplished through use of Dynamic HTML and client-side data 

sources and data cursors. 

2. Business Logic Layer: 

 The business logic acts as the server for client requests from workstations. It 

acts according Business rules fetch or insert data through the Data Layer. 

 In turn, it determines what data is needed (and where it is located) and acts 

as a client in relation to a third tier of programming that might be located on a 

local or mainframe computer. 
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 Because these middle-tier components are not tied to a specific client, they 

can be used by all applications and can be moved to different locations, as 

response time and other rules require. 

3. Data Access Layer: 

 The third tier of the 3-tier system is made up of the DBMS that provides all the 

data for the above two layers. 

 This is the actual DBMS access layer. 

 Avoiding dependencies on the storage mechanisms allows for updates or 

changes without the application tier clients being affected by or even aware of 

the change. 

EMERGING TEXHNOLOGIES :BLUETOOTH 

Bluetooth wireless technology is a short range communications technology intended 

to replace the cables connecting portable unit and maintaining high levels of 

security. Bluetooth technology is based on Ad-hoc technology also known as Ad-

hoc Pico nets, which is a local area network with a very limited coverage. 

History of Bluetooth 

WLAN technology enables device connectivity to infrastructure based services 

through a wireless carrier provider. The need for personal devices to communicate 

wirelessly with one another without an established infrastructure has led to the 

emergence of Personal Area Networks (PANs). 

 Ericsson's Bluetooth project in 1994 defines the standard for PANs to enable 

communication between mobile phones using low power and low cost radio 

interfaces. 

 In May 1988, Companies such as IBM, Intel, Nokia and Toshiba joined 

Ericsson to form the Bluetooth Special Interest Group (SIG) whose aim was 

to develop a defacto standard for PANs. 
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 IEEE has approved a Bluetooth based standard named IEEE 802.15.1 for 

Wireless Personal Area Networks (WPANs). IEEE standard covers MAC and 

Physical layer applications. 

Bluetooth specification details the entire protocol stack. Bluetooth employs Radio 

Frequency (RF) for communication. It 

makes use of frequency 

modulation to generate radio waves 

in the ISM band. 

 

The usage of Bluetooth has widely increased for its special features. 

 Bluetooth offers a uniform structure for a wide range of devices to connect 

and communicate with each other. 

 Bluetooth technology has achieved global acceptance such that any 

Bluetooth enabled device, almost everywhere in the world, can be connected 

with Bluetooth enabled devices. 

 Low power consumption of Bluetooth technology and an offered range of up 

to ten meters has paved the way for several usage models. 

 Bluetooth offers interactive conference by establishing an adhoc network of 

laptops. 

 Bluetooth usage model includes cordless computer, intercom, cordless phone 

and mobile phones. 

Piconets and Scatternets 

Bluetooth enabled electronic devices connect and communicate wirelessly through 

shortrange devices known as Piconets. Bluetooth devices exist in small ad-hoc 

configurations with the ability to act either as master or slave the specification 

allows a mechanism for master and slave to switch their roles. Point to point 

configuration with one master and one slave is the simplest configuration. 

When more than two Bluetooth devices communicate with one another, this is 

called a PICONET. A Piconet can contain up to seven slaves clustered around a 
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single master. The device that initializes establishment of the Piconet becomes 

the master. 

The master is responsible for transmission control by dividing the network into a 

series of time slots amongst the network members, as a part of time division 

multiplexing scheme which is shown below. 

 

The features of Piconets are as follows 

− 

 Within a Piconet, the timing of 

various devices and the 

frequency hopping sequence of 

individual devices is determined 

by the clock and unique 48-bit address of master. 

 Each device can communicate simultaneously with up to seven other devices 

within a single Piconet. 

 Each device can communicate with several piconets simultaneously. 

 Piconets are established dynamically and automatically as Bluetooth enabled 

devices enter and leave piconets. 

 There is no direct connection between the slaves and all the connections are 

essentially master-to-slave or slave-to-master. 

 Slaves are allowed to transmit once these have been polled by the master. 

 Transmission starts in the slave-to-master time slot immediately following a 

polling packet from the master. 

 A device can be a member of two or more piconets, jumping from one piconet 

to another by adjusting the transmission regime-timing and frequency 

hopping sequence dictated by the master device of the second piconet. 

 It can be a slave in one piconet and master in another. It however cannot be 

a master in more than once piconet. 
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 Devices resident in adjacent piconets provide a bridge to support inner-

piconet connections, allowing assemblies of linked piconets to form a 

physically extensible communication infrastructure known as Scatternet. 

Spectrum 

Bluetooth technology operates in the unlicensed industrial, scientific and medical 

(ISM) band at 2.4 to 2.485 GHZ, using a spread spectrum hopping, full-duplex 

signal at a nominal rate of 1600 hops/sec. the 2.4 GHZ ISM band is available and 

unlicensed in most countries. 

Range 

Bluetooth operating range depends on the device Class 3 radios have a range of up 

to 1 meter or 3 feet Class 2 radios are most commonly found in mobile devices 

have a range of 10 meters or 30 feet Class 1 radios are used primarily in industrial 

use cases have a range of 100 meters or 300 feet. 

Data rate 

Bluetooth supports 1Mbps data rate for version 1.2 and 3Mbps data rate for Version 

2.0 combined with Error Data Rate. 
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UNIT III 

CLOUD COMPUTING 

 

INTRODUCTION 

Cloud computing is definitely the next big thing. This however does not make it the 

best thing for everyone. Now that we know about cloud computing and how it works, 

how should you judge whether cloud computing is right for you or not? How must 

you judge whether it will be beneficial for you or not? To answer these questions, lets 

first examine the pros and cons of cloud computing. We must also first try finding the 

kind of users who benefitted most from what cloud computing has to offer to 

everyone. Only then, you can decide whether you want to accept and adopt cloud 

computing. 

 

ADVANTAGES OF CLOUD COMPUTING 

 

A detailed analysis of cloud computing must address the advantages and 

disadvantages this growing technology offers to individuals. Let’s take a look at the 

positives and negatives of cloud computing. Let’s start our discussion with the 

advantages offered by cloud computing. 

 

Low Cost Computers for Users 

A quantitative financial advantage is that you do not need a high-priced or a high-

powered computer to run cloud computing Web-based applications. All applications 

runs in the cloud and not on the desktop PC. Thus, there is no need for the desktop 

PC to have a processing power or hard disk space that is demanded by traditional 

desktop software. Thus, in cloud computing the client can use lower priced 

computers. Also computers with, less memory, smaller hard disks, more efficient 

processors, etc. can be conveniently used in cloud computing. In fact, in this 

scenario the client computer does not even require a CD or DVD drive, as there is no 

need to load software programs or save any document files. 
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Better Performance 

The apps are run from the cloud when a desktop PC does not have to run or store a 

number of software-based applications. Users will see better performance from their 

PCs when there are lesser bulky programs and other applications occupying the 

computer’s memory. However, if you simply put computers in a cloud computing 

system, then they will boot up faster and run faster, as there will be fewer processes 

and programs loaded into memory. 

More Flexibility 

The very minute a firm needs more bandwidth than usual, cloud based service can 

instantly meet the demand. This is because of the vast capacity of the service’s 

remote server. This is a very significant advantage of cloud computing. 

Reduced IT Infrastructure Costs 

The IT departments in large organisations can enjoy lower costs from the adoption of 

the cloud computing models. The IT staff can use the computing power of the cloud 

to supplement or replace internal computing resources instead of spending on more 

powerful servers. 

 

Less Maintenance Issues 

Cloud computing is also very beneficial as it significantly reduces both hardware and 

software maintenance for all big, small and medium sized organizations. 

Maintenance costs are immediately lowered as less hardware and few servers are 

necessary in most organization so maintenance costs are automatically reduced. As 

for the software maintenance, there is no software on the firm’s computers for the IT 

staff to maintain. This is because all the cloud applications are centred somewhere 

else. Cloud services are usually based on HTTP, XML, HTML, JavaScript, and other 

similar technologies. Therefore, the infrastructure and technologies behind the cloud 

are not visible to the user. 

 

Less Software Costs 

Cloud computing reduces software costs as it reduces the need to purchase various 

software packages for separate computers. Instead of buying various software 

packages for each individual computer in a firm, only those employees genuinely 

using an application need access to that particular application in the cloud. The IT 

staffs are saved the cost of installing and maintaining the programs regularly, on 
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every desktop in the organization. Speaking about the software costs, it is possible 

that some cloud computing companies will charge as much to “rent” their 

applications as traditional software companies charge for software purchases. 

However, it has been observed that cloud services will be priced significantly lower 

than similar desktop software. Many companies like Google offer their Web-based 

applications for free. Such an offer attracts most large organizations as they don’t 

need to pay the high prices quoted by Microsoft and other such desktop software 

suppliers. 

 

Instant and Automatic Software Updates 

Yet another software-related advantage to users of cloud computing is that they do 

not have to choose between latest and obsolete soft wares. In a Web-based 

application, updates happen automatically and are available to the user the next time 

he logs in to the cloud. A cloud provider will also be able to upgrade a software 

keeping in mind the feedback it received from the previous software releases. 

Another advantage is that when a Web-based application is accessed by you, you 

will 

automatically get the latest version for free. You will also not feel the need to 

download an upgrade, since, it will be automatically downloaded. 

 

Environment Friendly 

Organisations that use cloud computing only use the server space they need which 

decreases their carbon footprint. Using the cloud results in at least 30% less energy 

consumption and carbon emissions than using on-site servers. Thus, cloud 

computing also proves to be environment friendly. 

 

Improved Computing Power 

You have the power of the entire cloud at your disposal. You can now perform super 

computing like tasks utilizing the power of thousands of computers and servers since 

you are no longer stuck to a single desktop PC and you do not have to worry about 

what single desktop PC can do. You can, therefore, perform more tasks in the cloud 

than as compared to your desktop. 
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Unlimited Storage Capacity 

The cloud offers a near limitless storage ability. Imagine a situation wherein your 

desktop is running out of storage space. In this case, your computer’s hard drive is 

nothing when compared to the millions of gigabytes or hundreds of petabytes 

available in the cloud. You can therefore conveniently store whatever you need to. 

 

Increased Data Safety 

All the data stored in the cloud stays in the cloud only. Unlike in desktop computing, 

where a hard disk crash can destroy all important data and information, a computer 

crashing in the cloud does not affect the storage of your data. This happens since 

data in the cloud is automatically duplicated, so nothing is ever lost. In other words, 

in case your personal computer crashes, all your data is still safe and preserved in 

the cloud and is, therefore, still accessible. In a world where few individual desktop 

PC users back up their data on a regular basis, cloud computing can safely keep all 

the data and it also make this data easily accessible. 

 

Less Personnel Training is Needed 

It takes fewer people to do more work on a cloud, with minimal learning curve on 

hardware and software issues. 

 

Improved Compatibility between Operating Systems 

In the cloud, it is the data that matters, not the operating system. You can connect 

your Windows computer to the cloud and share documents with computers running 

Apple’s Mac OS, Linux, or UNIX. 

 

Disaster Recovery 

Organisations that rely on cloud based services, do not need any disaster recovery 

plans anymore. Cloud computing providers take care of many issues and at a much 

faster and reliable speed. It has also been observed that businesses that used cloud 

could resolve their issues much faster than the other businesses that did not use 

cloud computing. 
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Improved Document Format Compatibility 

There is absolutely no worry about whether the documents you create on your 

machine are compatible with other user’s applications or operating systems. In a 

world where computer running Word 2003 cannot open Word 2007 documents, all 

documents created by Web-based applications can be read by any other user 

accessing that application. There are no format inconsistencies when everyone is 

sharing documents and applications in the cloud. 

 

Easier and Increased Group Collaboration 

Cloud computing increases collaboration by allowing all employees – wherever they 

are to synchronize and work on documents and shared applications simultaneously, 

and follow colleagues and records to receive critical updates in real time. Sharing 

documents leads directly to collaborating on documents. To people this is an 

important advantage of cloud computing. It encourages the ability for multiple users 

to easily collaborate on projects and documents. Imagine that you, a colleague in 

your India office, and a consultant in London all need to work together on an 

important project. With the help of cloud computing, each of you can access the 

project’s documents at the same time. The edits and other modifications made by 

one user are 

automatically reflected in the screen of the other users. The other users can 

therefore see the edits and other changes onscreen which was not possible before 

cloud computing. Back then you had to email the relevant documents from one user 

to another, and work on them in sequence. Not so with It is all possible with cloud 

computing because the documents and other data are hosted in the cloud and not 

on your individual computers. Thus for collaborating all you need is a computer with 

an Internet connection and your work is done. 

Faster completion of most group projects, with full participation from all involved is 

the actual meaning of group collaboration becoming easier. It also helps in group 

projects across different geographic locations. With cloud computing, anyone 

anywhere can collaborate in real time. 

 

Universal Access to Documents 

Cloud computing relieves you from the effort of carrying your documents and 

projects with you all the time. With this technology you need not take your 
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documents with you. Instead, they stay in the cloud, which means that you can 

access them from anywhere you have a computer and an Internet connection. All 

your documents are easily available from wherever you are. 

Cloud computing can thus help in situations where you forget an important document 

that you need to work on at home in your office. Also imagine a situation where you 

have a conference to attend and discover you forgot to bring along your 

presentation. In such circumstances, cloud computing helps you to access your 

documents conveniently. 

 

Latest Version Availability 

Yet another document-related advantage of cloud computing is that the cloud always 

hosts the latest version of the document you’re working on. Thus with cloud 

computing you are never in danger of having an outdated version on the computer 

you are working on. 

 

Removes the Tether to Specific Devices 

The ultimate advantage of cloud computing is that you are no longer tied to a single 

computer or network. Even if you change computers regularly, your existing 

documents and applications follow you through the cloud. Even if you move to a 

portable device, your documents are still available. There’s no need for you to save 

your document in a device-specific format or to buy a special version of a program 

for a specific device. Did u know? In 1997, the firm NetCentric tried to trademark the 

term “cloud computing”, but gave up the effort two years later. 

 

DEFINITION OF CLOUD COMPUTING 

In the usual traditional desktop computing, you run copies of software programs on 

the computer you own. The documents created are then stored on the same 

computer. Here, even though documents can be accessed from other computers on 

the network, they can’t be accessed by computers not connected to the network. 

With cloud computing, the software programs you use are stored on servers 

accessed via the 

Internet and are not run from your personal computer. Hence, even if your computer 

stops working, the software is still available for use. Similarly, the documents you 
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create are stored on a collection of servers accessed via the Internet. It, thus, 

facilitates individuals with permission to not only access the documents, but also to 

edit and work together on those documents in actual time. This cloud computing 

model is not PC centric, like traditional computing, it is instead document-centric. Let 

us look in more detail at what cloud computing is and what it is not. It is essential to 

realise that despite apparent similarities, outsourcing and networking computing 

cannot be considered cloud computing. Cloud computing goes beyond the concept 

of traditional outsourcing. It is not traditional outsourcing as in this a company out 

sources its computing services to another organisation. While an outsourcing firm 

might have a firm’s applications and other data, these documents and other 

programs are not accessible to any other person besides the company’s employees 

that too via the company’s network. This data is not accessible to the entire world via 

Internet. It can, 

thus, be observed that cloud computing is very different from outsourcing. 

One must understand that cloud computing is also very different from network 

computing. With network computing, applications or documents are crowded on a 

single company’s server and accessed over the company’s network. Cloud 

computing is much bigger than that. It includes various companies; various servers, 

and multiple networks. Additionally, cloud services and storage are accessible from 

anywhere in the world over an Internet connection. However, with network 

computing, access is only over the network of the company. The “cloud” itself is the 

key to the definition of cloud computing. The cloud is usually defined as a large 

group of interconnected computers. These computers include network servers or 

personal computers. These computers can be both public as well as private. For 

instance, Google hosts a cloud that consists of both small PCs and large servers. 

Google’s cloud is a private cloud. This means that Google enjoys its ownership. It 

can be easily accessed by Google’s users. This cloud of computers goes beyond 

one enterprise or company. The documents, applications and data provided by the 

cloud are available to users of different enterprises and across various platforms. 

They can access any amount of information via Internet. The documents, 

applications and other such relevant information can be retrieved from any computer 

over any internet connection by an authorised person. In this process, the 

infrastructure and technology at the back of the cloud is not visible to the user. This 

data is not visible and in most cases it does not matter whether the cloud services 



46 
 

work on the basis of HTML, HTTP, JavaScript, XML or other identifiable 

technologies. Google, enjoys the status of being amongst a few pioneers of cloud 

computing. Its perspective will enhance our understanding on the concept of cloud 

computing. From Google’s perspective, there are six key properties of cloud 

computing: 

 

Cloud computing is powerful: It means that the computing power that is created 

by connecting hundreds or thousands of computers together is way beyond the 

computing power of one single computer. Thus, it is impossible for a single desktop 

PC to create power even close to that when thousands of computers are created. 

 Cloud computing is user-centric: This means that once you become a user and 

are connected to the cloud, then all the stored information be it – documents, 

images, messages, applications, become yours and can be easily accessed by you. 

Yet another advantage of being a user is that not only can you access all the data 

but you can also share it with other individuals. As a result, any other device that 

accesses your data in the cloud also becomes yours. 

 Cloud computing is intelligent: As all the information and data are stored on the 

computers in a cloud, data mining and analysis are essential to access all the 

available information in an intelligent manner. One must, therefore, scrutinize all the 

information carefully before using it. 

 Cloud computing is task-centric: The focus remains on what an individual can do 

and how the application can do it for him/her. One must instead focus on the 

application and what it can do. Traditional applications like spreadsheets, word 

processing, emails and so on are losing their importance when compared to the 

documents they create.  

Cloud computing is programmable: This means that the tasks necessary with 

cloud computing must be automated. For instance, the cloud’s programming should 

automatically redistribute a computer’s data to a new computer in the cloud in case 

one computer goes off-line. 

 Cloud computing is accessible: This means that one is not limited to a single 

source of data, as one is with a desktop PC. This is because when data is stored in 
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the cloud, users can instantly find and retrieve more information and from multiple 

repositories. Draft of Web-hosted, group collaborative, Internet-accessible 

applications are currently available, with many more on the way. 

Example: The most popular examples of cloud computing applications today are the 

Google family of applications like Google Docs Spreadsheets, Gmail, Google 

Calendar, Picasa, etc. These are the best examples of cloud computing. All of these 

applications available on Google’s servers can be accessed by any user having an 

Internet connection. It can also be used for group collaboration and associations 

from anywhere in the world. 

Cloud computing thus encourages a shift from the computer to the user, from 

applications to tasks, and from isolated and restricted data to data and information 

that can be accessed from anywhere in the world and can be shared with everyone. 

With this facility of cloud computing, the user need not take on the task of data 

management on its shoulder. In fact, the user need not even remember where the 

data is, since, even that can be easily accessed. However, one must remember that 

this data should be in the cloud only then can it be accessed, and be immediately 

available to that user and to other authorized user. 

Deployment Models 

 Although cloud computing has emerged mainly from the appearance of public 

computing utilities, other deployment models, with variations in physical location and 

distribution, have been adopted. In this sense, regardless of its service class, a cloud 

can be classified as public, private, community, or hybrid based on model of 

deployment as shown in Figure 

 

Public cloud as a ―cloud 

made available in a pay-as-

you-go manner to the general 

public‖ and private cloud as 

―internal data center of a 

business or other 

organization, not made 
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available to the general public. Establishing a private cloud means restructuring an 

existing infrastructure by adding virtualization and cloud-like interfaces. This allows 

users to interact with the local data center while experiencing the same advantages 

of public clouds, most notably self-service interface, privileged access to virtual 

servers, and per-usage metering and billing.  A community cloud is ―shared by 

several organizations and a specific community that has shared concerns (e.g., 

mission, security require-ments, policy, and compliance considerations) .  A hybrid 

cloud takes shape when a private cloud is supplemented with computing capacity 

from public clouds. The approach of temporarily renting capacity to handle spikes in 

load is known as cloud-bursting. 

SERVICE MODELS 

Cloud computing services are divided into three classes, according to the abstraction 

level of the capability provided and the service model of providers, namely: 

1. Infrastructure as a Service 

2. Platform as a Service and 

3. Software as a Service. 

Figure 1.3 depicts the layered organization of the cloud stack from physical 

infrastructure to applications. These abstraction levels can also be viewed as a 

layered 

architecture where services of a higher layer can be composed from services of the 

underlying layer. The reference model explains the role of each layer in an integrated 

architecture. A core middleware manages physical resources and the VMs deployed 

on top of them; in addition, it provides the required features (e.g., accounting and 

billing) to offer multi-tenant pay-as-you-go services.  

Cloud development environments are built on top of infrastructure services to offer 

application development and deployment capabilities; in this level, various 

programming models, libraries, APIs, and mash up editors enable the creation of a 

range of business, Web, and scientific applications. Once deployed in the cloud, 

these applications can be consumed by end users.  
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Infrastructure as a Service 

Offering virtualized resources (computation, storage, and communication) on 

demand is known as Infrastructure as a Service (IaaS). 

 

A cloud 

infrastructure 

enables on -

demand 

provisioning of 

servers running 

several choices of 

operating systems 

and a customized 

software stack. 

Infrastructure services are considered to be the bottom layer of cloud computing 

systems. 

 Amazon Web Services mainly offers IaaS, which in the case of its EC2 service 

means offering VMs with a software stack that can be customized similar to how an 

ordinary physical server would be customized. Users are given privileges to perform 

numerous activities to the server, such as: starting and stopping it, customizing it by 

installing software packages, attaching virtual disks to it, and configuring access 

permissions and firewalls rules. 

Platform as a Service 

 In addition to infrastructure-oriented clouds that provide raw computing and 

storage services, another approach is to offer a higher level of abstraction to make a 

cloud easily programmable, known as Platform as a Service (PaaS). 

 A cloud platform offers an environment on which developers create and deploy 

applications and do not necessarily need to know how many processors or how 

much memory that applications will be using. In addition, multiple programming 

models and specialized services (e.g., data access, authentication, and payments) 

are offered as building blocks to new applications.  Google App Engine, an 
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example of Platform as a Service, offers a scalable environment for developing and 

hosting Web applications, which should be written in specific programming 

languages such as Python or Java, and use the services‘ own proprietary structured 

object data store. 

 Building blocks include an in-memory object cache (memcache), mail service, 

instant messaging service (XMPP), an image manipulation service, and integration 

with Google Accounts authentication service.  

Software as a Service  Applications reside on the top of the cloud stack. Services 

provided by this layer can be accessed by end users through Web portals. 

Therefore, consumers are increasingly shifting from locally installed computer 

programs to on-line software services that offer the same functionally. 

 Traditional desktop applications such as word processing and spreadsheet can 

now be accessed as a service in the Web. This model of delivering applications, 

known as 

Software as a Service (SaaS), alleviates the burden of software maintenance for 

customers and simplifies development and testing for providers. 

 Salesforce.com, which relies on the SaaS model, offers business productivity 

applications (CRM) that reside completely on their servers, allowing costumers 

tocustomize and access applications on demand. 

FEATURES OF A CLOUD 

i. Self-service 

ii. Per-usage metered and billed 

iii. Elastic 

iv. Customizable 

SELF-SERVICE 

 Consumers of cloud computing services expect on-demand, nearly instant access 

to resources. To support thisexpectation, clouds must allow self-service access so 

thatcustomers can request, customize, pay, and use serviceswithout intervention of 

human operators. 
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PER-USAGE METERING AND BILLING 

 Cloud computing eliminates up-front commitment by users, allowing them to 

request and use only the necessaryamount. Services must be priced on a short- 

term basis(e.g., by the hour), allowing users to release (and notpay for) resources as 

soon as they are not needed. Fortthese reasons, clouds must implement features to 

allowefficient trading of service such as pricing, accounting, andbilling. 

 Metering should be done accordingly for different types ofservice (e.g., storage, 

processing, and bandwidth) andusage promptly reported, thus providing 

greatertransparency. 

 ELASTICITY 

Cloud computing gives the illusion of infinite computing resourcesavailable on 

demand. Therefore users expect clouds to rapidlyprovide resources in any Quantity 

at any time. In particular, it is expected that the additional resources can be 

i. Provisioned, possibly automatically, when an applicationload increases and 

ii. Released when load decreases (scale up and down). 

CUSTOMIZATION 

 In a multi-tenant cloud a great disparity between user needsis often the case. 

Thus, resources rented from the cloud mustbe highly customizable. In the case of 

infrastructureservices, customization means allowing users to deployspecialized 

virtual appliances and to be given privileged(root) access to the virtual servers. 
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UNIT IV 

INTRODUCTION TO GRID COMPUTING 

Grid Computing equates to the world's largest computer … 

The Grid Computing discipline involves innovative approach to computing can be 

most simply thought of as a massively large power "utility" grid, such as what 

provides power to our homes and businesses each and every day. In this same 

utility fashion, Grid Computing openly seeks and is capable of adding an infinite 

number of computing devices into any grid environment, adding to the computing 

capability and problem resolution tasks within the operational grid environment. 

 

Purposes of introduction to the concepts of Grid Computing are as follows: 

 A financial organization processing wealth management application 

collaborates with the different departments for more computational power and 

software modeling applications.. 

 A group of scientists studying the atmospheric ozone layer will collect huge 

amounts of experimental data, each and every day. These scientists need 

efficient and complex data storage capabilities across wide and 

geographically dispersed storage facilities.  

 Massive online multiplayer game scenarios for a wide community of 

international gaming participants are occurring that require a large number of 

gaming computer servers instead of a dedicated game server.  

 A government organization studying a natural disaster such as a chemical 

spill may need to immediately collaborate with different departments in order 

to plan for and best manage the disaster. 
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Grid computing environments must be constructed upon the following 

foundations: 

 Coordinated resources. We should avoid building grid systems with a 

centralized control; instead, we must provide the necessary infrastructure for 

coordination among the resources, based on respective policies and service-

level agreements. 

 Open standard protocols and frameworks. The use of open standards 

provides interoperability and integration facilities. These standards must be 

applied for resource discovery, resource access, and resource coordination. 

Data 

. The core functional data requirements for Grid Computing applications are: 

 The ability to integrate multiple distributed, heterogeneous, and independently 

managed data sources. 

 The ability to provide efficient data transfer mechanisms and to provide data 

where the computation will take place for better scalability and efficiency. 

 The ability to provide data caching and/or replication mechanisms to minimize 

network traffic. 

 The ability to provide necessary data discovery mechanisms, which allow the 

user to find data based on characteristics of the data. 

 The capability to implement data encryption and integrity checks to ensure 

that data is transported across the network in a secure fashion. 

 The ability to provide the backup/restore mechanisms and policies necessary 

to prevent data loss and minimize unplanned downtime across the grid. 

Computation 

The core functional computational requirements for grid applications are: 

 The ability to allow for independent management of computing resources 
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 The ability to provide mechanisms that can intelligently and transparently 

select computing resources capable of running a user's job 

 The understanding of the current and predicted loads on grid resources, 

resource availability, dynamic resource configuration, and provisioning 

 Failure detection and failover mechanisms 

 Ensure appropriate security mechanisms for secure resource management, 

access, and integrity 

Computational and Data Grids 

The quality and quantity requirements for some business-related advanced 

computing applications are also becoming more and more complex. The industry is 

now realizing that we have a need, and are conducting numerous complex scientific 

experiments, advanced modeling scenarios, genome matching, astronomical 

research computational grids are centered on major scientific experiments and 

collaborative environments. 

We can summarize the data requirements in the early grid solutions as follows: 

 The ability to discover data 

 The access to databases, utilizing meta-data and other attributes of the data 

 The provisioning of computing facilities for high-speed data movement 

 The capability to support flexible data access and data filtering capabilities 

Current Grid Activities 

The definition of Grid Computing resource sharing has since changed, based upon 

experiences, with more focus now being applied to a sophisticated form of 

coordinated resource sharing distributed throughout the participants in a virtual 

organization.  
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Figure 1.1. Dynamic benefits of coordinated resource sharing in a virtual 

organization. 

 

 A virtual organization for weather prediction. For example, this virtual 

organization requires resources such as weather prediction software 

applications to perform the mandatory environmental simulations associated 

with predicting weather.  

 A virtual organization for financial modeling. For example, this virtual 

organization requires resources such as software modeling tools for 

performing a multitude of financial analytics, virtualized bladesto run the 

above software, and access to data storage facilities for storing and accessing 

data. 

. These resources categories must be capable of providing facilities for the following 

scenarios: 

 The need for dynamic discovery of computing resources, based on their 

capabilities and functions. 
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 The immediate allocation and provisioning of these resources, based on their 

availability and the user demands or requirements. 

 The management of these resources to meet the required service level 

agreements (SLAs). 

 The provisioning of multiple autonomic features for the resources, such as 

self-diagnosis, self-healing, self-configuring, and self-management. 

 The provisioning of secure access methods to the resources, and bindings 

with the local security mechanisms based upon the autonomic control 

policies. 

Virtual organization must be capable of providing facilities for: 

 The formation of virtual task forces, or groups, to solve specific problems 

associated with the virtual organization. 

 The dynamic collection of resources from heterogeneous providers based 

upon users' needs and the sophistication levels of the problems. 

 The dynamic identification and automatic problem resolution of a wide variety 

of troubles, with automation of event correlation, linking the specific problems 

to the required resource and/or service providers. 

 The dynamic provisioning and management capabilities of the resources 

required meeting the SLAs. 

 The formation of a secured federation (or governance model) and common 

management model for all of the resources respective to the virtual 

organization. 

 The secure delegation of user credentials and identity mapping to the local 

domain(s). 

 The management of resources, including utilization and allocation, to meet a 

budget and other economic criteria. 

Users/applications typically found in Grid Computing environments must be able to 

perform the following characteristics: 
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 The clear and unambiguous identification of the problem(s) needing to be 

solved 

 The identification and mapping of the resources required solve the problem 

 The ability to sustain the required levels of QoS, while adhering to the 

anticipated and necessary SLAs 

 The capability to collect feedback regarding resource status, including 

updates for the environment's respective applications 

An Overview of Grid Business Areas 

There have been a significant number of commercialization efforts, which support 

Grid Computing in every sector of the marketplace. In general terms, the utilization of 

Grid Computing in business environments provides a rich and extensible set of 

business benefits. These business benefits include (but are not limited to): 

 Acceleration of implementation time frames in order to intersect with the 

anticipated business end results. 

 Improved productivity and collaboration of virtual organizations and respective 

computing and data resources. 

 Allowing widely dispersed departments and businesses to create virtual 

organizations to share data and resources. 

 Robust and infinitely flexible and resilient operational infrastructures. 

 Providing instantaneous access to massive computing and data resources. 

 Leveraging existing capital expenditures investments, and operational 

expenditure investments, which in turn help to ensure optimal utilization and 

costs of computing capabilities. 

 Avoiding common pitfalls of overprovisioning and incurring excess costs. 

Many organizations have started identifying the major business areas for Grid 

Computing business applications. Some examples of major business areas include 

(but are not limited to): 
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 Life sciences, for analyzing and decoding strings of biological and chemical 

information 

 Financial services, for running long, complex financial models and arriving at 

more accurate decisions 

 Higher education for enabling advanced, data- and computation-intensive 

research 

 Engineering services, including automotive and aerospace, for collaborative 

design and data-intensive testing 

 Government, for enabling seamless collaboration and agility in both civil and 

military departments and other agencies 

 Collaborative games for replacing the existing single-server online games with 

more highly parallel, massively multiplayer online games 

GRID APPLICATIONS 

Based on our earlier discussion, we can align Grid Computing applications to have 

common needs, such as what is described in (but not limited to) the following items: 

 Application partitioning that involves breaking the problem into discrete pieces 

 Discovery and scheduling of tasks and workflow 

 Data communications distributing the problem data where and when it is 

required 

 Provisioning and distributing application codes to specific system nodes 

 Results management assisting in the decision processes of the environment 

 Autonomic features such as self-configuration, self-optimization, self-recovery, 

and self-management 

Schedulers 

Schedulers are types of applications responsible for the management of jobs, such 

as allocating resources needed for any specific job, partitioning of jobs to schedule 
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parallel execution of tasks, data management, event correlation, and service-level 

management capabilities.. 

Figure 1.2. The scheduler hierarchy embodies local, meta-level, and cluster 

schedulers. 

 

 

 Advanced resource reservation 

 Service-level agreement validation and enforcement 

 Job and resource policy management and enforcement for best turnaround 

times within the allowable budget constraints 

 Monitoring job executions and status 

 Rescheduling and corrective actions of partial failover situations 

Resource Broker 

The resource broker provides pairing services between the service requester and the 

service provider. This pairing enables the selection of best available resources from 

the service provider for the execution of a specific task. These resource brokers 

collect information (e.g., resource availability, usage models, capabilities, and pricing 

information) from the respective resources, and use this information source in the 

pairing process. 
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Figure 1.3. The resource broker collects information from the respective 

resources, and utilizes this information source in the pairing process. 

 

The pairing process in a resource broker involves allocation and support functions 

such as: 

 Allocating the appropriate resource or a combination of resources for the task 

execution 

 Supporting users' deadline and budget constraints for scheduling 

optimizations 

Load Balancing 

 This load-balancing feature must always be integrated into any system in order to 

avoid processing delays and over commitment of resources. These kinds of 

applications can be built in connection with schedulers and resource managers. 

Grid Portals 

Grid portals are similar to Web portals, in the sense they provide uniform access to 

the grid resources. For example, grid portals provide capabilities for Grid Computing 

resource authentication, remote resource access, scheduling capabilities, and 

monitoring status information.  

Some examples of these grid portal capabilities are noted in the following list: 

 Querying databases or LDAP servers for resource-specific information 
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 File transfer facilities such as file upload, download, integration with custom 

software, and so on 

 Manage job through job status feedbacks 

 Allocate the resources for the execution of specific tasks 

 Security management 

 Provide personalized solutions 

Integrated Solutions 

Integrated Grid Computing solutions will have more enhanced features to support 

more complex utilization of grids such as coordinated and optimized resource 

sharing, enhanced security management, cost optimizations, and areas yet to be 

explored. 

Grid Infrastructure 

The grid infrastructure forms the core foundation for successful grid applications. 

This infrastructure is a complex combination of a number of capabilities and 

resources identified for the specific problem and environment being addressed. 

In initial stages of delivering any Grid Computing application infrastructure, the 

developers/service providers must consider the following questions in order to 

identify the core infrastructure support required for that environment: 

1. What problem(s) are we trying to solve for the user? How do we address grid 

enablement simpler, while addressing the user's application simpler? How 

does the developer (programmatically) help the user to be able to quickly gain 

access and utilize the application to best fit their problem resolution needs? 

2. How difficult is it to use the grid tool? Are grid developers providing a flexible 

environment for the intended user community? 

3. Is there anything not yet considered that would make it easier for grid service 

providers to create tools for the grid, suitable for the problem domain? 
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4. What are the open standards, environments, and regulations grid service 

providers must address? 

Figure 1.4. Grid middleware topic areas are becoming more sophisticated at an 

aggressive rate. 

 

In general, a Grid Computing infrastructure component must address several 

potentially complicated areas in many stages of the implementation. These areas 

are: 

 Security 

 Resource management 

 Information services 

 Data management 

Let us further examine the significance of each of these above components. 

Security 

The heterogeneous nature of resources and their differing security policies are 

complicated and complex in the security schemes of a Grid Computing environment. 

These computing resources are hosted in differing security domains and 

heterogeneous platforms. Simply speaking, our middleware solutions must address 
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local security integration, secure identity mapping, secure access/authentication, 

secure federation, and trust management. 

The latest and most notable security solution is the use of WS-Security standards. 

This mechanism provides message-level, end-to-end security needed for complex 

and interoperable secure solutions. In the coming years we will see a number of 

secure grid environments using a combination of GSI and WS-Security mechanisms 

for secure message exchanges. We will discuss the details of security mechanisms 

provided by these standards later in this book. 

Resource Management 

These resource management scenarios often include resource discovery, resource 

inventories, fault isolation, resource provisioning, resource monitoring, a variety of 

autonomic capabilities, and service-level management activities. The most 

interesting aspect of the resource management area is the selection of the correct 

resource from the grid resource pool, based on the service-level requirements, and 

then to efficiently provision them to facilitate user needs. 

It is important to understand multiple service providers can host Grid Computing 

resources across many domains, such as security, management, networking 

services, and application functionalities. Operational and application resources may 

also be hosted on different hardware and software platforms. In addition to this 

complexity, Grid Computing middleware must provide efficient monitoring of 

resources to collect the required matrices on utilization, availability, and other 

information.The most notable resource management middleware solution is the Grid 

Resource Allocation Manager (GRAM). This resource provides a robust job 

management service for users, which includes job allocation, status management, 

data distribution, and start/stop jobs. 

Data Management 

Data forms the single most important asset in a Grid Computing system. This data 

may be input into the resource, and the results from the resource on the execution of 

a specific task. The most important activity noted today in this area is the Open Grid 

Service Architecture OGSA) and its surrounding standard initiatives. Significant 
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detail is recorded on this architecture, and will be given full treatment in subsequent 

chapters in this book. The OGSA provides a common interface solution to grid 

services, and all the information has been conveniently encoded using XML as the 

standard.. 
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